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Abstract; In view of the fact that the HACCP quality traceability system covers the sensitive data of
enterprises, in order to protect the private data of enterprises and take into account the dynamic
adjustment of enterprises to adapt to the uncertainty of the external market, taking the pasteurized crab
meat HACCP plan as an example, combined the Fabric multi-channel technology and the attribute based
access control (ABAC) model, the HACCP traceability system access control model ( HTSACM) was
proposed. This model extracted the traceability data according to the HACCP plan national standard of
pasteurized crab meat, gave the definition of the risk level of the data, and defined the access
requirements according to the user category. Starting from the data access rights of different users, a dual
channel structure of data was constructed, and private data collections were used to store private data,
realizing independent storage of sensitive data. The attribute hybrid storage form and flexible policy
update mechanism were designed to enhance the dynamics of blockchain based access control, and on
this basis, a blockchain based access control model was built. Finally, the HACCP traceability system
access control model based on dual channels was implemented, and this access control model
implemented the fine-grained access control of data on the chain. On the basis of ensuring the

transparency and traceability of key data, enterprise sensitive information was isolated, stored and
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independently managed through private channels, effectively avoiding the impact of external traceability

operations on it, thus improving the security and controllability of enterprise private data. At the same

time, the model can adapt to organizational structure changes, business expansion and other uncertainties

in the process of enterprise development, and had good flexibility and scalability. The experimental

results showed that the system can still achieve a throughput of 300 transactions/s after the introduction of

the security access control model. While improving the system’s security and privacy protection

capabilities, it had no significant impact on the system performance.

Key words: blockchain; HTSACM ; dual-channel; private data collections
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4. if err

. = json. Unmarshal ( currentState, &object) ;
err | = nil {return fmt. Errorf( " could not unmarshal
state for key % s: %v", id, err)| // FF5k

5: object[ "Policy" ] = newPolicy /T % 0%

6 : updatedState, err ; = json. Marshal (object) // $¥3&
% 1 51 4K 5l JSON

7. if err ; = stub. PutState (id, updatedState) ; err !
= nil {return fmt. Exrorf( " failed to put state for key
Tos: %", id, err) ||/ HEHREE

2.2.4  RmEHE AT

R W R 32 B A R i Ak A T Y 8 R A
Ao PEAT SR W R S I R B TR M A
20 3 W R S e R i, B ) S I 1R] 23 B
1.

SR 5 DAk ) BT SR B - SR M A R R
MRS o SRE WS A S o) 222 i 5 3k AU T o 222 B 8 A
FF (4 AND (OR 85 ) VS AR5 a5 23 371 i, o J
(9 H) 5 4 (HUE M True 5% False) £ g i 15 45,
HEAT SRS 5 I, DA W RS 1) AR Y At A, 8 )2 T
BT 0, 2l P B 451 True B M1 75 51,
D) 35 (] S 3 g, A ) s ) ANl e, e X A
753, T LUAT 58 e o ) Y R

JE SC 2 AE AND 5 gt 25 22 F R[] False, ]
BB S A TR . AE OR 5 5 & 2 F R iR
[\ True , W B BEAT A7 7 B PP Ak o 3 b PFAG 5 1 B
Z LBV

GE X3 BB EIRACRAISNE N OR 5 N2
oy AND B 25 T8 AT A o X Rh R 4 Oy vk
PRz % 4 ek Y e AR T

TS BLIX A 4 SR G A ) S S B, SR AR Y
M N

(1) X i 4 54 s 322 i 5% 3k 5C R A7 i P AL BT T,
I BRI B 2 5

(2) $ 2 0y ) 7 22 3k 50, sl /b 3 g T 2 A
JE Y B[R]

(3 ) 18 SR W AR 118 AR 9 R 20 ST 1SR R R B 3T
i, 76 AND 5 g 80 OR 5 v B2 1 28 1 A 45 B Y
T VA PO AT X A E R RE

LI R E P, AssetID 24 11 Level 24 0 H. Type
N Public (858504 5 s by 9] , kg J7 {8 41 3 o 122 3R ik
Mk~ A = (action =read) ,R = (role =1) ,B1 =
(UserID =21) ,B2 = (UserID =31) ,T = ( UserTime <
AssetTime) , U = ( Relationship = Uploader) , JR 1f %
BREXN:(AANBLAR) VIAAB2ZARA(TYV
U) I i AL 1 SR 2 Rk X : (AABLAR) V
(AAB2ARAT)V (AAB2ARAU) ; #EEUAS HE & 14

AFIR,fifb)E 2 REX M (AAR) A[BLV
(B2AT)V(B2AU) |, #E bk IRl A AR
WA 3 FE s .

action=

role=1 UserlD=
read 21

UserlD=  UserTime< UserIlD= Relationship=
3l AssetTime 31 Uploader

K3 SRR Bt
Fig.3 Strategy tree design
55k 3% 8 3R O L, DL A IS 1Y SR e R A A
SE I T AR A FI R B9 A E I A
S VA i 2 S 0 ) S BB

3 RERIT

3.1 ipiaEFIEEREMIET

TE SR T M A B 7 T 42 1) 5 s 1) BE Ak B, ok T
S ISR W R P 1 A T B, 4 B 7 ) 4 AR A Y
Rz AR R SR BT Il 2 LA n
K4 R i Zet i 4 D IBERL A L, 43 ) - i
SKAL B 24 WS PR A 24 Fabric CA 13 g 5 2
54,

WS G AR R0 D RE SR RS 1 B L, ALK
FLFE B R B A SR D 18] 4 SR O e R e
B AR BETNRE . X SESR M AL E T R
SR ] R 5 U7 ) WP LE BE i . — HLAR IS 4 B
ARG TR, RN A 24 2 IR ORT Y SRS AE R R
B R G H0IR R W P 3G 2 RE % SR IR 1 15 1)
R, R s A B G 29 AR I OR Mg Tk R G A 4 R Y
AssetID , [i] HaR [0 %} 1 6 5 B

Fabric CA A0 2 1S 8 1 48 11, BAR 61 504
BRI TR I8 1, Ry R W e SR A 2 AR a0 By
=8, [FN, %1t GetUserAtiribute 2 B4 2 52 3
it L ah BRI . ABIRLR A Fabric CA fE24
UE A8 B Je A, & 05 AR B R AT A B E
B R FAE S T I U] A X HBE R 4 by B
3 3ok ot FHFABH X8 T 5 1A 2 1 e A (B AT 45 4 L AT e
XoF TE A5 A2 1) L RO 2 e B, DT PR E T
FUB MR AT M Fabric CA MR 45 5% W% D 5K 15 29 42
fE i) UserID, i) Joai 8% R 9 1T 7 J& 4 o



%194

B A KRR

A IR 99 R AR R [ 47 o A RO

421

r

AL SRS

Fabric CA
GetUserAttribute()

Ob. i 51 /A HCHE
|

ST i

bR : VAT T BT !
L 7, |
. RN weapses [

ReadAsset() ReadAssetPrivate() [

|

|

B4 BOHZHEH
Fig.4 Model logical schema

F ROk, WM PR G 29 1753 U Il 45 o SR s 1 )
Wr o 1 Uy IR 48 T B R 10 %0 8 43, SR TR SR B 24
BHHEYCE N PR VTR g R i E R . RIS PR S
ZYFEWOR A E R AL B G 20 0 U5 8] 35 0K AR 4 D5 18] 3
Ky UserID J& ¥ M\ Fabric CA 3K HUH P J8 M
UserAttribute , #2 3 35 [0 35 5K H1 1) AssetID J& # M 3K
W A8 HIL5 24 2K BBORH 10, 7 0] 95 ) 56 W% Policy, )&,
M PR3 S 285 BT 3R BUY UserAttribute 5 Policy #F
AT VST o3BT, 6 SH A8 2 75 SR U5 0] A e 24 00, OF
N0 7 8 AR ] 25 SR A A 2

B J5 TR AL A AR S U5 R 5 )2 5 EUE B
HE 2 2Z 8] B A, Helsok B RO U5 1) J2 B9 IR 5K
FEAR Al SR s e 5 5 24 B2 Bt Y SR s ) B 445 SRR AT
Bl MRS TR & 29 AL V5 0], 3 oK Ak #1524 D)
Tea) B3CHRR A A J2 3 SR BT i 1) 50 4 LR [l 25 B4
5] J22 5 A AR AR SRR, WHE 45 U7 ()35 5K o iE R AL B &
YA RSB T U7 ) 4 ) 5 ) IR A Al 55 A AT R
2o Hodr, Ny AhiE s BdE 22 B RAFEANTE . Ab
PR3 38 T 9 1 SR AL B 238 1T Read Asset () {32 U
oL E A 3 0] 25 Peer 5 i, A& 4 HH2EBR 8a 9a iR
17 H T P 7 3 T SR T AL A B 4R G i XA il 2R
i, R AE R A Hs m L, A A A B RS T
ReadAsset () Fl A $0 3542 & 1 i) ReadAssetPrivate ()
K g3 Bl AR B A BCIE Asset () AL A K IR
AssetPrivate () , UN1& 4 8¢ 8b 9b AT/,
3.2 RIGIEE

ERGE LB, KSRETFLKFEHRM

Hyperledger Fabric, e 5 A MM E [ H Go & F,
X He sk () 2% 3 2 Ubuntu £ 45, EIKAY R S lid &
A RRASF NN 3 iR .

®3 FEWE

Tab.3 Development environment description

S PR THEBAS
B RGE Ubuntu 20. 04. 6 LTS
X P55 K- & Hyperledger Fabric V2.5
X BB 0 5 2 A Docker 24.0. 5
BRe A RIET Golang 1. 18
X B I3 T Tape 0. 2.5

3.3 Haadgit
3.3.1 yim#EGIE RS it

FE 7 ) 45 1 8 B8 A 2 3% 3 b A 6 o g A A
Yy RGP A LG R AL B 2, SR HL A 2
T LT AW A B A I %A 2 T AR B B 1D
PROE AT B X R S o SR I P A 2 TR A T R g
(0 T, 12 A5 249 BT LA P Ja o 0 1 i) 42 o) 5 s 3
FYVCTC AW, I 3R 15 W ) 45 R . ISR A 4
T 567 BT R SR G A BER A bR R 0L B %A
LB UM PSR B 2 10 0 7 25 51, 5 e S R A
VE 1), DU fiag A 350 388 T8 B 41350 38 T8 3 SR K0 K H
B B 3R 18] P

(1) S s 45 L5 24

PLUN SR A B 24 P F T AR BUHG o SRR 1Y R
B, BB ID S S50, T AR A B 1D 7 SR g I
A i) IR 25 R, BAREE N



422 P A1 M S 4

2026 4

i A :assetlD
i H : policy
1: policyID : ="policy_" + assetID // Fi 1% 5 W& 1Y 5 44
2. policy]JSON, err: = ctx. GetStub (). GetState ( policyID )
// DN DX B s B SRS TD X I 9 504
3. if policyJSON = = nil {return nil,
(" policy for asset % s does not exist" , assetID) | /1l
SRV AR B F LA S R [a] g R 4R R SR g N
FETE

4 . var policy Policy

fmt. Errorf

5: err = json. Unmarshal ( policyJSON, &policy )
// FISON #& =X 1 5 W K 4 52 )7 51 4k 2y Policy 4%
UARN
6: return &policy, nil /3R [8] 2 F¥ 514k i 19 5 s K04
(2) WK G2
PLR 9 S e 5 20 R O A2 R, T2 R R
WO P 1D A 1D A S 280, AR 4 P 1D RS
PR P, AR A B TD R RO I 18 7 10 428 1] 56w, 9K
S o SR it T Ay SR AR 3 3k T R AR A A
S A T K 7 1) 42 7 SR, O R [l S R e A5 . B
(LSCRFSR
i A :assetlD , userID
' 1 . DecisionResult
1: func (n * AndNode) Evaluate ( ctx Context) bool { }
//FE X And 5 5
2. func (n #* OrNode) Evaluate ( ctx Context) bool { |
/) FE X Or 15 45,
3. func (¢ * Evaluate) Evaluate (ctx Context) bool{ }
) s O
4. clientlD, err ; = ctx. GetClientIdentity ( ). GetID ()
/) FEBCEHT 1D
5. userAttributes, err;: = s. GetUserAttributes( ctx, clientID)
// AR I8 T
6: policy, err : = s. GetAssetPolicy ( ctx,
/AR B ID X R 1 5
7 . func BuildPolicyTree( ) # PolicyNode { return & Policy-
Node | // 44 5 W A BT Ay 3 Wis 44
8. policyTree: = BuildPolicyTree( )
9. return &policyTree. Evaluate ( context) // i JJj 5 %
WG P J P 2 A AR K U 1) SR . i
iR [0 True, 75 W 1% [7] False
(3) iR G 24
LR s KA FEA 20 b A0 BR B, % R B
WAL SR s TR 24 1 R ) E 5 R VBN 1D AR SR S
B, A5 R F E SV VT ), DU AR 48 a1 3R IRCHE bR
Kot , I 1] FH P R (DR o o SRS ) ke S R 4 5 1)

assetID )

M PR AE A DT R A5 B o BB
i A :assetID , DecisionResult
B H . Asset
1: flag,err: = s. AccessAsset( ctx, assetlD) /3R B #]
45

2. if flag ! = true
3. then {return nil, fmt. Errorf( " access denied; user
does not meet the asset’s access policy" )} / & ¥ E
ZER ML DT, R 45 R IR 4 s T P S A6 B
4 17 7] 5 s
4. else { asset]SON, err: = ctx. GetStub ( ) . GetState
(assetID) | // FRIEAEAF B
5: return &asset, nil /1R [0 Z 4R
3.3.2 RABUERESERES YT

T 1R B AL B RS R RE S U,
collections_ config. json X5 X T /AN A B IEHE &
Asset FIFAAE BIE 44 AssetPrivate, A7 Asset 21
Orgl MSP 1, Org2 MSP 20 21 v (1) 4T 2 A 01 7 [ 1% 4
G EHE T AssetPrivate {X f2 4 Orgl MSP i, 53 2H 21
i 1) IZ 8 G A, B R Al 3 1 2 219 )
UL, s prs .

K5 FAEHRESE X
Fig.5 Private data collection definition

TE A TR TE P, Asset P ZEfiff Y 2 O 90 XU %X
#i , AssetPrivate o UAE 6k 1 2R 2 2 XUR: S 4k , 70 3ol
% it ReadAsset BB % JH T & HU  Asset,
ReadAssetPrivate pRZH T 352 B AssetPrivate , i 3K Ak
PR 243 0o 3 P 3 A R RS B e L, BLRSE.
EpIR
T A . assetID
ki . PrivateAsset
1. log. Printf ( " ReadAssetPrivateDetails ; collection %
v, ID % v" , collection, assetID) /FTEJ H &, 0 F 4
7 T2 I 14 FA A BR B B 5 44 FRORITECHE 1D
2. assetDetailsJSON, ctx. GetStub ().
GetPrivateData( collection, assetlD) / MI8E A

err: =



519 ] B A K

2 A AT B 1R 2% 4 U [v] 47 o A B AT 5 423

HHE A A b s S B TD X 4 FA A B
3. if assetDetails]SON = = nil {return nil,fmt. Errorf
(" PrivateData for % v does not exist in collection %
v", assetlD, collection) | // {1 5 V& A & 2] XTI 1) Fh
A W s Bl AN AT
4 . var assetDetails * AssetPrivateDetails
5: err = json. Unmarshal ( assetDetails]SON,
&assetDetails)
6 return assetDetails, nil /iR [8] fAHG S H2
3.4 REMSW

TR 5 [+ 47 i A8 (HTSACM ) K 5 5 J 1 B
HEAFAE T A BE b 58 U7 ) 42 1) D SR o A, R T IX
Pk pg b A AT B 5 E ISR

(1) Erhe e 53 B

L 3 1 %R B T Fabric b (%90 4 308 BE & 40 4
A7 U5 R 42 i 2R SR, T BR T A% 48 0 AR 35 BB B 44
1, S BT U7 Im) 4 AR Y 2 o AR R A TR R

(2) AN EL Pk

HTSACM #5251 v Jag 14 5 5 s s L) g B3 e
AT A IR AL SV A W A8 AR AT R #84
BRI SEBEVE S — Btk o W), 15 ) 45 ] 22 4 h
REG 2992 L, — HLAR 2 RIS ] 55 ek sl B3k, A7 R0 £
T RIS AR E T

(3) B AL PR A 1

hy e R A 4 S 5 B AL R 5K, HTSACM #5721 5|
AU 18 JRAE 55 RO AT B S 45 BOR o 0L 18 25 44 X
FH P B P A R AT B 1 . e SR AL b ol AL A AL
I 45 5 SE BUBURME 2R N A A S E 18] O A ALK
Foms A (5 A TRAS, D 1 B0 A A AT 5 18] A
T 28O B T SRR 1 B FA M
3.5 ERMESHT

(1) SEmg n 9 J& vk 23 #r

HTSACM # Y 3% F CouchDB IR 24 % 32 % 3k 77
it 24 1ij Jc BT I SR AR B, SE B0 T SR Y e R A, I
UE TSRS BT Rt RSB A S e aE
AW RCREXS L AN 6 Frzs o [a) i), f I A X 3
W 1 B 5 BT R AT A0 SR, PR B T R s HE Y
AT ELUCES AR W o TR RO R T AR A
B 75 4 e A A ok S R 2 R AU A R
RPETE TR PR RCR AT R

(2) J& P22 4 A RN Sl 25 V15 43 B

HTSACM 5 BLKs Ja v % o0y i S R 1R 5 sl 5w
PEWIZE, IR TR & A7 A BL A LS B i 28 s
UserID #ll UserTime £ [y Fabric CA \IEZE k)5,
T AR Z g 3 A J& P Role A1 Relationship N Hy
RO GRS B OF 8 G A UE S 29 R A S 1R A

600
< | —epona
BA00r e

=
=

= 200
=

g 160 2(I)0 3(I)0 4(‘)0 560
SR
6 iR xt Al
Fig.6 Query efficiency comparison curves
HEAT BEEIC SR B0 O R AR R Y R . T
FEAR IR PR A M Rl L A RUR T T RS
P RTEE ST R, W E T EMNHS X8
P Bl 25 5 I oK o
3.6 EESHT
1t Hyperledger Fabric Hr, A [6] (1 X B R /N 25 X6f
Ak i HER A X B BE PR RE AR AR e AR S . Sy TR
UE S 56 19 AT % L S 56 AR 00 e — e I b e
— 4 X X HR /NI B 20 MB A [ 8 A AR G
(LA E 8 Tape T2 43 51l %5 5] 458 ] & 249 F1 X
el 0 2 AT 1 AE I .
e, 7R [ 5 KB ) 4% 1 0 & ok i SRR L
A3 X U 0] 4 4 A 29 14 32 By B ] R A ko 2 AT
o AT I HREE 2% 1 0F & B 8k, A 5 Tape g
5710 AN RN ERE LA 10 A% P, B
FA v A7 1) R 55 2% Kk E R, BP AR EE N 100 4~ % P
Uiy 1) I A& 1 48
FE [ 78 O K S AE BT, Il 0T 1000
2.000,3 000 .4 0005 000 Z% =K 55 W}, P47 5 ) 4% il &
2%t 58 Sy B TA) 1 5 ), DAAS: 56 7 ) 92 1 B U R0
S RANEL T s . MRS S0 5 R AT N 7E AT
AN TRV B 35 55 T SR A 3 2B 7 [R) 423 1 % 22 B B[] £ 5
M) A5 /0N, 7 1) 92 1 5 29 B A M PA TR0
15

— il A4
R DI A 2

1 1 1 1 ]
1000 2000 3000 4000 5000
FE BRI

P75 G 250 2 5 58 By B 1) 56 2 2
Fig.7 Relationship between deployment of access

control contract and transaction time

hy K8 175 R) 5 20 B 80 A T O A SR B 1
MR, #1047 1 000 .2 000 .3 000 .4 000.5 000 %% K 55
IF, D7 Il 42 1 5 29 A ik 6 23 5l O 331,340,352 ,360
349, fEBASR T Fuk B LE 300 /s LA
B BRI R PERE K .

RS, R A A R ) s BT RE AT A A [
S A [ 5 s )15 A0 T, BEFILAE B 10002 0003 000
4000 .5 000 .6 000 A% 32 1 451, 43 551 P X SC ik [ 27 ]
rh 7 RS S5 ¥ 40 € B I (8], S0 5 45 SR an e 8



424 &k #Hl

A S

2026 4

B o MR S0 45 S mT A, AR SOk B SRk [ 27 ]
J7 35 e W R 45 5 30%

= | —len -k

= 2

£

‘Hl

R | ===

0 F 1 L 1 L ]
1000 2000 3000 4000 5000 6000

T R 4%

P8 SREmE I I ] X Lo
Fig.8 Comparison of policy determination time

3.7 REIXH

ARWEFEAR Y5 HACCP ¥ I8 5 58 U5 1] 45 1l 45 2,
FTF Fabric X BB 8 7 o5 o) #2 4) B R &,
9a WB7s 1 AIER I8 14 2% 4 A0 A 1) 45 AR 4 £k
P 1D AT WA DR B 25 A, g5 R e T i A A
1 9b W7s 1 PN FR A I A Mk P AR AR 45 i 1D AT )
PRI 45 5L, 45 R TE A0 e R B> CCP iR i Bl .
Kl 9c B 1 HEAT BRI IR 1 45 2R, 45 R 5 -
R 150 32 K4

S peer chaincode query -C mychannel -n abac -c '{"functi
":"ReadAsset","Args":["2024070812"]}"'

gl. om,
,C=US","result":"Q
:"Temp=90°CTime=120

(e) il
9 HACCP ¥y [a) 42 il 5 B & 4t
Fig.9 HACCP traceability access control prototype system

4 itig

W DRAE SRy — o AT RO BB K ™ i 4 A ) T
Be© )iz A, 999 U A 2 W R S P Ay o
YA T A SR S ) UE F R B
T RS ST AT M AR AE 22 Y R AR
SR A B4 34 3 T ke B A ol X T 9 U R Al
A7 BN T SR B A A A R . 9 U Y
FH A SR AN B8 itk DR A M A9 S, G vk 2R AR 7 — 2

Fl I M KA 1 % 57 B W BRE C R S0, R,
I 1A KO 0022 2, 2 ol 5 B i
BT AL 1 % T U5 25 T LA B4k 5T
JEVE AT

AR SC UL G A T I HACCP H%20 S ], 45 42
T M B ] A X Bl R B T
FXGE 9 HACCP 1158 2 5 U7 I 43 4] 0 1644 70
Hy W05 ol SRR 1 I B (R 3 48 T — b
.

5 it

(1) A5 7Y &F b AN W] 2 A0 (9 o U8 3 14, £ Bl
Hyperledger Fabric F) 22 18 £ AR 531 T P 308 iE A
AP IE T, A1 3 A i S B oA S S A X
Wor S, SISO ) A PR S i ol U B o 4
AN S BT Al A/ 5 990 U A A S PN S T
T i) e U ER i SR T AL s 0 kAT A7, R
A A Ml P9 R E BB N 5L AT LU ) BCHE AT, I
B P B 1 B8 Y B AL o

(2) £ H1 50 38 T8 1P 8 38 A 17 ] 45 i 45 7R A
R R TR R IR A AR R R m RS
FOAILT 38 3 A B 55 55 oK, ST U ) 4 A R S
PE & IE R AR BT T AR S AR
FRAS B AR, I O OIRASEE A Y SR SR
BLHI B BE A, 2 B 3 e Al &8 171 20 25 98 B 15 A48 2y
K B B U Tl AR A5 Ak 382 T 540 il 55 )8 o 1 S
R BE RO [] B, A PR B 5 )7 [ #3151k o

(3) e M, 76 [ 2 IF R BRI 0 R , A T[]
P G 29 B A U7 0] 45 ] G 29 09 58 By I ) A B, D
Vi ) s ) AL U X6 2R 8 9 VR ) o ARG, R & R i il
e . TEARRFFEE MR ERT, RGE Ak 5
A BEINF 300 2£ /s, PATHRAE o B AR il R 20k 55
AbFRER . [RIB TE R IR R AT RGBT R
AV REAETE RS, J5 2 v 7E 2 P OF R A ik
Ty T ARSET Y o AR SCHE 1) 5 ] 4 i A5 A5 1Y) B g
AN RS0 FH P 9 R 7 R AT A5 2 W 2 T R
AR 3 9 R 2R 48 b 55 1 RE R R .

2 £ x W

[1] Hoffmann V, Moser C, Saak A. Food safety in low and middle-income countries; the evidence through an economic lens[ J].

World Development, 2019, 123, 104611.

[2] ChenJ M, Sun R X, Pan C G, et al. Antibiotics and food safety in aquaculture [ J]. Journal of Agricultural and Food

Chemistry, 2020, 68(43);: 11908 -11919.

[3] LiuF, Rim H. HACCP certification in food industry: trade-offs in product safety and firm performance [ J].

Journal of Production Economics, 2020, 231 107838.

International

[4] YuZ L, Jung D Y. Smart traceability for food safety[ J]. Critical Reviews in Food Science and Nutrition, 2022, 62(4) . 1 -

12.



5 19 4 B A AT 2 A IR W U AR 5 U R4 AR BT Y 425

(8]

[9]

[12]

[13]

[16]

[17]

[18]

[19]

(20]

[21]

[22]

Food Agricultural Organization ( FAO). Hazard analysis and critical control point ( HACCP) system and guidelines for its
application; Annex to CAC/RCP 1 —1969. Rev.3[S]. 1997.
AU, ZWEF, BRI, . ST A A E HACCP 310 (935 SCARBIUH s [T]. R AL A4, 2021, 52(12) : 290 -299.
Zou Yibo, Li Qingyu, Chen Ming, et al. Semantic modeling based on raw oyster HACCP program [ J]. Transactions of the
Chinese Society for Agricultural Machinery, 2021, 52(12): 290 —299. (in Chinese)
KRT, M, BRiER, &, BT HACCP FI FMEA Bk S BEWm 2 m e [J]. 3 TR, 2023, 44(9) : 254 -
264.
Zhang Chenyu, Wang Wei, Chen Zhisong, et al. Full-process optimization of aquatic product cold chain logistics based on
HACCP and FMEA[J]. Packaging Engineering, 2023, 44(9) . 254 —264. (in Chinese)
AR, BRTF, BT, SF. Rl-A HACCP {R R 094 ™ i DX HUGEIE W R Gois e DBEpLHI it [T]. el T2 %4k, 2022,
38(20): 276 -285.
Li Jiali, Chen Yu, Qian Jianping, et al. Improvement of precise on-chain mechanism for agricultural product blockchain
traceability system integrated with HACCP[ J]. Transactions of the CSAE, 2022, 38(20) : 276 —285. (in Chinese)
B, IITIR, 48—, 45, HGOR HACCP i+30 fyw] {5 al BUI R N B 9E [T ], RO AL 2% 4k , 2023, 54(11) ; 385 - 396,
411.
Ge Yan, Zheng Keyi, Zou Yibo, et al. Enhanced credible visual traceability application research based on HACCP plan[J].
Transactions of the Chinese Society for Agricultural Machinery, 2023, 54(11) . 385 -396,411. (in Chinese)
IS, RBH], IR, 55, ST 4MIE Fl HACCP pik & & st amf R st S )]. TEE /%R,
2022, 22(10) . 438 —449.
Sun Ruowen, Zhao Siming, You Juan, et al. Design and implementation of clean egg whole-industry-chain safety control
system based on 4M1E and HACCP[J]. Journal of Chinese Institute of Food Science and Technology, 2022, 22(10) : 438 —
449. (in Chinese)
BRX, ZWM, #HER, 5. RET X YEESOR B b 2w AT st R A R[], Rl TRk, 2023, 39(5) .
214 -223.
Ge Hongyi, Wu Xuyang, Jiang Yuying, et al. Research progress and prospect of grain and oil food traceability based on
blockchain technology[ J]. Transactions of the CSAE, 2023, 39(5) : 214 —223. (in Chinese)
Salah K, Nizamuddin N, Jayaraman R, et al. Blockchain-based soybean traceability in agricultural supply chain[J]. IEEE
Access, 2019, 7. 73295 —73305.
IMETE, 3/, BB, M. T XHCRE R ST S K R B R i A [T ] AR HLAR 4R, 2023, 54(5) .
359 -368.
Sun Chuanheng, Yuan Sheng, Luo Na, et al. Traceability method of rice origin based on blockchain and edge computing[ J].
Transactions of the Chinese Society for Agricultural Machinery, 2023, 54(5): 359 - 368. (in Chinese)
WRET, Phifs, 48—, &5, LT DX HeBE B9 0 KA 0 85 AT S W IR A0 AR ot 5 [T ] RO HLA =4, 2022, 53(9) : 295 -304.
Chen Ming, Sun Hao, Zou Yibo, et al. Optimization research on credible traceability of pufferfish supply chain based on
blockchain[ J]. Transactions of the Chinese Society for Agricultural Machinery, 2022, 53(9): 295 -304. (in Chinese)
B, WER, BRB, A SR T XHEERY HACCP BTE M A 5 R SC B[ T]. R HLI= 4, 2021, 52(6) : 369 -
375.
Ge Yan, Huang Chaoliang, Chen Ming, et al. Model and system implementation of blockchain-based HACCP quality
traceability[ J|. Transactions of the Chinese Society for Agricultural Machinery, 2021, 52(6) : 369 —375. (in Chinese)
Zhang G F, Chen X, Feng B, et al. BCST — APTS: blockchain and CP — ABE empowered data supervision, sharing, and
privacy protection scheme for secure and trusted agricultural product traceability system [ J]. Security and Communication
Networks, 2022, 2022, 2958963.
Guo J T, Yu HY, Zhang X Q, et al. Blockchain-based digital rights management scheme via multi-authority ciphertext-policy
attribute-based encryption and proxy re-encryption[ J]. TEEE Systems Journal, 2021, 15(4): 5233 —5244.
Kamboj P, Khare S, Pal S. User authentication using blockchain based smart contract in role-based access control[ J]. Peer-
to-Peer Networking and Applications, 2021, 14(5) . 2961 -2976.
Zhang Y Y, Miyabe Y, Sato M, et al. Attribute-based access control for smart cities: a smart-contract-driven framework[ J].
IEEE Internet of Things Journal, 2021, 8(8) : 6372 —6384.
Cruz J P, Kaji Y, Yanai N. RBAC - SC: role-based access control using smart contract[ J]. IEEE Access, 2018, 6. 12240 —
12251.
TR, RIRRE, BROTI, AF. R T CHURE Y SRR D R IR (] AR PR AR, 2021, 32(5) ;1547 — 1564.
Zhang Jianbiao, Zhang Zhaoqgian, Xu Wanshan, et al. Inter-domain access control model based on blockchain[ J]. Journal of
Software , 2021, 32(5): 1547 - 1564. (in Chinese)
WO, A0, R EYR, SF. SR T XECBER TR DT AR mIPLE (T, Gl 4F 4%, 2020, 41(12) : 82 -93.
Xie Rongna, Li Hui, Shi Guozhen, et al. Blockchain-based traceable access control mechanism [ J ]. Journal on

Communications, 2020, 41(12) : 82 —=93. (in Chinese)



426 gl Bl B R 2026 4

[23] Liu H, Han D Z, Li D. Fabric —IoT: a blockchain-based access control system in IoT[ J]. IEEE Access, 2020, 8. 18207 -
18218.

[24] WFER, 2HEZE, XKL, % W0 R IEEER L= 0P R E R 2R [1/0L] . IFENR 548 %, 2025 -04 - 10.
http ; // kns. cnki. net/kems/detail/11.5602. TP. 20250410. 1125. 002. html.
Feng Xinhao, Li Leixiao, Liu Dongjiang, et al. Survey on access control for blockchain data sharing[ J/OL]. Journal of
Frontiers of Computer Science and Technology, 2025 —04 — 10. http: // kns. cnki. net/kcms/detail/11. 5602. TP. 20250410.
1125.002. html. (in Chinese)

[25] #fEiE, 4N, B, 5. T Jmrhyrm bl s i gy R BB W R R R 59T, R AL 4, 2023,
54(12); 376 —388.
Yang Xinting, Li Jinhui, Luo Na, et al. Design and implementation of cross-chain traceability system for fruits and vegetables
based on attribute access control model[ J]. Transactions of the Chinese Society for Agricultural Machinery, 2023, 54(12) .
376 —388. (in Chinese)

[26]  Hd, #h%gy, F86, 5. JE T XEEER B U7 R RIPLH [T, Bf24k, 2019, 30(9) : 2636 -2654. DOI: 10.
13328/j. cnki. jos. 005771.
Liu Aodi, Du Xuehui, Wang Na, et al. Blockchain-based access control mechanism for big data[ J]. Journal of Software,
2019, 30(9) : 2636 —2654. DOI. 10.13328/]. cnki. jos. 005771. (in Chinese)

[27]  whif, DE7RAS, 2Rk, 55, BT DX HRBE 09 4L N 68 2098 4 FUr M RIALEI [ T]. A FRH R %4, 2022, 51(3):
408 —415.
Ye Jin, Pang Chengjie, Li Xiaohuan, et al. Graded access control mechanism for supply chain data based on blockchain[ J].
Journal of University of Electronic Science and Technology of China, 2022, 51(3) : 408 —415. (in Chinese)

[28] Galvez J F, Mejuto J C, Simal-Gandara J. Future challenges on the use of blockchain for food traceability analysis[ J]. Trends
in Analytical Chemistry, 2018, 107 222 -232.

[29] Diamantidis K, Papakostas G, Alexakis T, et al. Blockchain in agriculture traceability systems: a review [ J]. Applied
Sciences, 2020, 10(12): 4113.

[30] XUXLER, TREEEA, 3, & T XIEEMAR ™ MR EZ 2 ENRREMRT]. LIS, 2022, 53(6) :
327 -337.
Liu Shuangyin, Lei Moyixi, Xu Longqin, et al. Trusted traceability system for agricultural product quality and safety based on
blockchain[ J]. Transactions of the Chinese Society for Agricultural Machinery, 2022, 53(6): 327 —=337. (in Chinese)

[31] Wang SP, LiDY, Zhang Y L, et al. Smart contract-based product traceability system in the supply chain scenario[ J]. IEEE

Access, 2019, 7. 115122 - 115133.



