202347 H Z?ﬂkfﬂl Wﬁi;}ﬁ BS54 5 ETH

doi:10.6041/j. issn. 1000-1298.2023. 07. 039

EFHRAHMETELNDRENEHEHBERR

IMEE BEART M ORT KRAW FEEY K
(L U B FHEBLS (7 B TR B, Tk 300384 2. WA AN AL T BRS040, L5 100097
3 AP L 2 W AR R R TR R L i 100097)

FE : BEE XU SR TE AR ™ i 9] DR BT 52 O W7 A e, AR 7™ il 9 Jo0 ok 2 2 7 B AT AP B . ol T 3R [ O % S
B R R SR A 22 AR WL R ERT AN A 7 R G L Al B 2 AR IR BT A ER R Y 9 R RO It
MEJE R, 75 By S e T R R A S T ) AL, AR A 7 R TG kAT ) D) S AR R A 7 T A O M R ) Rk AR
B 42 A RO IR , 2 K A B O ()R L R e 23 Bl 3 AT A R A P W I BE A PR S 6 N WL, e LA oA A 4 2
AR A IR SR TR N E R IR S o BT LIRS 42 1 3 T RE & 29 A0 80 45 44 1 ) % SR 2 By B 0 U
Y ) T X B 5 AR S AT BRI K A WY B I AR R A i B RE S 2 AT B R A ) A R T W R Y b B
A, S BN A LR 7 A BT W R AR A e B L PR R BB S L SR & F ARG, R A BL X S A0 BE 5 2
55 EE YA Y DX B 0 4 A SR PR g AR TR R b B R AR B A PR B R, JE T Hyperledger Fabric ¢ i 1) 7 2
A7 B By B RS A L R G I £ 2R AR B L R R T L S I R A UL B A L AR R R RS Al A
TIRE o iR A 7 IR I ) S 3 b BRI ] O 2 566 ms -3 2R I ] D 95 ms, 4 fih Sz 5 AR R b6 A 3
]2 2 562 ms, % A B MR E A5 B0 20 W 77 ms BERIZE-G PR REHC S , BE A5 S8 B AD 3 A 7 4 BR 1 W R B #Y
BAAERE T U LT 2 B £ 7 BT (D, W A 7 W DR Y b S A TR R, o 3 A AR 7S 0 TR AR
B, D By 1 o A T DL R AR SOR A O TR TR S
R A W P RS BT Bk .
hE 425 TP309.2; TS201.6 X#kFRiRES: A X E4FS: 1000-1298(2023)07-0392-12 OSID: '--

Anti-channeling Traceability of Seed Potatoes Based on
Smart Contracts and Digital Signatures

SUN Chuanheng'?  WEI Yuran'® XING Bin*’ XU Daming’® LI Dengkui’® ZHANG Hang'

(1. College of Computer and Information Engineering, Tianjin Agricultural University, Tianjin 300384, China
2. National Engineering Research Center for Information Technology in Agriculture, Beijing 100097, China
3. National Engineering Laboratory for Agri-product Quality Traceability, Beijing 100097, China)

Abstract; With the continuous development of blockchain technology in the field of traceability of
agricultural products, the quality and safety of agricultural products have been effectively guaranteed.
Due to the complex production process of Chinese seed potatoes, obvious physical form differentiation,
long production cycle of each link, and many varieties, it is difficult to share the traceability data of all
production links, which is prone to the problem of seed potato varieties, grades and other goods
transmission. Seed potato production traceability cannot be effectively guaranteed, and the production
base and relevant supervision departments cannot obtain all effective traceability data. When the problem
of transshipment occurs and the final consumer traces the source of seed potato production, the
positioning of the responsibility link is not clear, and it is difficult to find the exact responsible production
link and the responsible person and other problems. Based on the above problems, a channe-proof
traceability model of seed potato was proposed based on smart contract and digital signature. By using the

characteristics of block chain technology, such as tamper-proof, data transparency and data sharing,
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intelligent contract was used to store the traceability data of the whole link of seed potato production and
realize the highly sharing of the traceability data of the whole link of seed potato production. In addition,
the smart contract and digital signatures were combined to solve the problem of cross-production easily
occurring in the production process by using the public-private key pair verification and the highly
autonomous blockchain network ecological environment of smart contract. Based on Hyperledger Fabric,
an anti-channeling traceability model for seed potato production base was designed. The related test
results showed that the model could realize the functions of seed potato production traceability, anti-
channeling, channeling alarm information chain and query. The average link time of seed potato
production traceability data was 2 566 ms, the average query time was 95 ms, the average alarm trigger
and alarm information link time was 2 562 ms, and the average query time of specific alarm information
was 77 ms. The model had high comprehensive performance, which can realize the safe storage of seed
potato production traceability data, effectively solve the problem of seed potato production channeling,
meet the link and query requirements of seed potato production traceability data, improve the seed potato
production quality traceability guarantee, and provide reference for preventing seed potato production
channeling to improve the overall efficiency and safety traceability.

Key words: seed potato production; traceability; anti-channeling; smart contract; digital signature ; data
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Key traceability data of seed potato production
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Fig. 1  Blockchain network model for seed potato production traceability
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Fig.3 Seed potato anti-channeling alarm traceability model
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2.4 HEeEadhigit
A3 Adi i} Hyperledger Fabric 36 , 25 & Fi 2 fh
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Tab.3 Smart contract design
AN FEEANIRS B A i th
createSeedPotatoes () BRI AME S A X Pt Fh I ARG B True/False
R AR B G BE AR
recordResourceGrow () HHHERRER VIR Fh B R AR AEE S True/False
BE, Y R A E SN il R B R E S 2
BB ZEHTHEGES A X
recordDetoGrow () ot ‘I-H Hﬁg b }Gﬂ . L WEEY ZER True/False
B YR A ERE AR ERE SN
K - b A JEURURD B 7 5K MU 45 B 5 ALK
recordYuanssGrow () # ﬂl D‘ ‘ﬁ s @%ﬂ ) { ) = = JE RS E R True/False
BE, YR A E S il R B RS S 2
KRR TG ES A X g,
record YuansGrow () AR VAR R 5 . i 85 kit JER B B True/False
MR E Al R PR RS S Y
IR RS AKX YA, ok n
recordWarehouseGrow () N . O fE R True/False
A B R ik R B R R A
querySeedPotatoesByBatchld () AR A B itk 1D ARG R
queryResourceGrowByResourceld () 24 b P O R AA A IR T R A B L ID/%EPE 1D B RS A
p— queryDetoGrowByDetoxificateld () I B B T R R R A S W D/ % 1D Ji 2 i P AR S
= queryYuanssGrowByYuanssId () IR R A T R R YR ID/ JE E Fp 1D JE R RGBS B
queryYuansGrowByYuansld () A ) JEURD RSB PR R A S LR 1D/ J5Ff ID A E E R
queryWarehouseByWarehouseld () O AE I R R ¥k ID/ G 1D A Ahig 5 &
e recordWarn (') W aE T IREE BT A X Yk HITMEER True/False
A query WarnInfoByWarnld (') AR R IRE R S % HEMERFD

W Fh AR 7 BRI I RS B S A X R 2
BREG S, TE A BT AL X A 7 ] I AE R
IRF 20 2R A D 2 flh Ok B R A R RE B 4, Bk
HEAT B AR R A3, BRI NE

SRR TG R RS 2

A LLFR R BT IR R A R O I, K S S
Batchld, %% 5 4% = Resourceld , Ff 11 44 X SeedName ,
i Fh 4% B BreedName 25

By bR D) OR W A2 By 1D, IXOH
numBlock , % #& ¥ 77 dataHash, §j — > X e 5 75
previousHash , |+ 5% 7 TR [a] 4 158 )5

DX e g5 v %) o BE R OR A BR 5T X I peer Y
S invoke I EETE K

if len(args) // FIE i K i 8020 K 3 2 5 45
WUE I A

return shim. Error; / B8 K 5 AR &
B SR W 3 [ LA AR R i A

else // f & FHEZOR TR T4k

ECDSA_Encode () 5 /it FHHE WY s 2§00 %

APIstub. ( [ 2

op

AN
=]

i e, b

PutState

1,

args
resourceGrowInfoAsBytes)
return success; /3% 1A 52 by FEAAE B
S 2 WO Bl R RS 2
I NERDW T 7 N AR N R T
Batchld, # ¥ 4 #X SeedName, ¥ % 43
Detoxificateld , fif; fl % # BreedName 45

:=1
:=1

By bOBE O PR Il 32 By ID, X R E
numBlock , % §& M5 77 dataHash, §j — > X B 5 7
previousHash, |58 ¢ MR [0 4517 R

DX B v i B BE BT R X peer Y UK
g invoke 4R

if len (args) // J Wi id >R v i) 04 K
1 RE A

=

P iy

err ; = ECDSA _Decode; /i FH 7 35 B FA 4
e
if err | = nil // ) B FAGH 2 75 i 2 )

recordWarn () ; // fifk %% < I, fith & By 80 i 5 24

return shim. Error; /1% [B] B4 4 52 5 A

else // fift % L2

if args[1] | resourceBatchldGrow // | W7 i 3R
R TD S 15 5 i AR 7 BRI b B R AR A

recordWarn (') ; // WERHALY 1D ASHF 0 figk i 5
wELSY

return shim. Error; / &% 2< T, iR [B] B4 4
Ji

elseif args[2] | resourceResourceldGrow // #|
Wi K A RS R ID S A 5 AR 77 BT N B AR
P ARAT

recordWarn () ; // W SR BE U 1D R A5 DU fish & By 8
wMESY

return shim. Error; // | %% 4% M, 3R ] HL {4 4 4=
Ji

=}

R
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elseif args[3] | = resourceSeedNameGrow // ¥ if len(args) / PIWHER PHIEH K EEGATE

R PN SR A O e 14 E e 7 N E D A s
P AHAF

recordWarn () 5 // Qi1 S il i 24 FR S A5 0 fik % Bl
HiEGY

return shim. Error; // 14 2% W, & ] 54K g8 5
J A

elseif args[4] | = resourceBreedNameGrow // ¥
W3 SR T 4 Aol 44 R A 5 T AR R T 0 b B
A AF

recordWarn () 5 // 40 5 5 Bl 24 FR A5 0 fid 4 B
HELY

return shim. Error; // | %% 4% W, 3R 0] HL 44 48 15
J A

else // f & FHEZOR IR T4k

APIstub. PutState ( args [ 5 1,
detoxificateGrowInfoAsBytes) ;
success ; // iR 11 38 5y He A5 1A,

DT HCE R BB 29K ok R BT A I Y A DG AR
B B4 BEEAE A . BARFEIR

A3 HATIE R RE S A

A P 24T S5 NowSeedPotatold , #7 i [1]
WarnTime , i 23145 WarnLink 45

iy b BEO DI R W22 B ID, X &
numBlock , 4 #& M5 77 dataHash, §j — > X B 15 75
previousHash , |- 4% 2¢ M i [A] 45152 R

fith 42 75 B A1 T I O S A R b B SR

if len (args) // JI Wi oK v (9 B0 4 B 0 75 A5
WUE I A

return shim. Error; / 84 K B AN S, L
B SR W 3k [ LA A 5 D A

return

N

var warnlnfo = WarnlInfo { BatchId; args [ 1]

NowSeedPotatold: args [ 2 ], Warnld: args [ 3 ],
args [ 4], WarnLink: args [ 5],

WarnPoint; args [ 6 ], Workerld; args [ 7 ]
WorkerName:: args[8 ] | 5 / 44 4 % 5 B A7 A fF 1B
el

APIstub. PutState (args[2 ],
/)R bk

return

b

WarnTime ;

’

warnInfoAsBytes ) ;

success ; // iR 11 38 5y Fe A5 1,

B A 1R AR G 29 78 X He sk rhom P AR
A5 G o FEAT N R A i) . BRSNS

4 U R RE S 2

o DL A ) T RCE S RO, R
Warnld

B 1 < R A X I A ELAR A R

WLE K JEE A

return shim. Error; / 2 1) 45 W, 3R [0] B 44 4 52
S|

warnlnfoAsBytes, _ : = APlstub. GetState ( args
[0]) /30 47T Key {H3KRBUOG Y Value {E
success ; /5 1 Y], 1& [0 54
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3.1 REEMIE

AHWFE 3 T Hyperledger Fabric f4) 22 1 [a] Fj 2
A 7 A B ) D) A TR SR A e e DX B R AR X
VR A AT BN AE 47, 92 B A B AR 7 A BRI U
KA 1 e B L o % A 5 R Y 0 A 2 AR AR
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75 3 B kA 7 BT R A PRI A% A 7 B Y A
SRR B B SE M A R e e, R
PRI T SRR A 18] 4 s Ay 4 R R R b
IR R RSS2 TR R R
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kA 7 BT Y AR A oK s N2 E 5 R G R
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