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Abstract: Aiming to address the issue of rice supply chain’s susceptibility to private data leakage in data
sharing during the use of block chain technology for traceability , the block chain technology’s distributed
shared global ledger and non-tampering features were utilized, the block chain-based modeling and
system implementation of rice supply chain traceability information protection was studied. Firstly, the
supply chain traceability privacy data was symmetrically encrypted by using the ciper block chaining
(CBC) model before it was uploaded to the block chain network, while the key was encrypted by using
elliptic curve cryptography (ECC) and written to the block chain network, the block chain network stored
the encrypted ciphertext of the privacy data and authorized the node to view the block chain traceable
privacy data using its own private key to achieve the sharing of privacy data in the block chain network.
On this basis, the security performance of the method was analyzed and the cipher diffusion of the
encryption algorithm reached 0. 838. Finally, the whole supply chain information traceability system of
rice was designed and implemented based on the Hyperledger Fabric platform, and validated and
analyzed through specific application cases. The results showed that the nodal authorization method
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proposed differentiated between nodes for the privacy data that needed to be protected, striking a balance

between the need for encryption protection of privacy data and the need for public regulation of supply

chain traceability data, the problem of data sharing between multiple nodes of rice supply chain

production, processing and circulation was solved, which provided reference for the research on the

traceability of rice supply chain.
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Tab.1 Key information of rice whole supply chain
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Fig. 1 Data security management model of tractability system
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Fig.2  Block chain node protection model
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Fig.3  Comparison of two types of data upload query
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Fig.4 Security test of encryption algorithm

3 KEEMMEERRPHRRS N A

R

BT XU KR AL B R ST H R S i
TR R AR A 7 300 8 B o R o A% BT 7 A A R
3, BT RO R A R AT A B, O T S B
F R oA A i B A o1k 4% B O T e L )
XF R G AEARTER AN 5 R 2R GER S AHESE A BL
Oy 4 2 NHE HEAJE RS E AR

JO7 )2 32 B LA Web 30 5 i 19 75 30 T 4 43t

3.1

Dk |[aEEnmsR| Do (R
el AIEA | REREAT || HEEEEEE || SR
PRI A e e e | PR | el
||| BEHAPI |
ms|| [ ] [meean) [weem) [ pess]
e ot 5 b
|| o | BAECH | s
2 SERGAE | R HURIE | g, )
B AR
K5 HRousiaErm

Fig.5 Overall architecture of system]




%8

Tade S JET XCHEE R KRB SR IS B IR LR RTSE

333

BRI O AR AN W P AR RE 2 B AR , %o
B ARV E A PR 42 2 O A% Ry, R B
GV ooy 1 ey i

F5 112 PRAEAE N B Al 5 DX R o 28 61 7 40080
EH AT LA 51 TR 2 G 4 1 A T A T
Vile) LA R 2 KRR W15 2, , TRl B R ML & g itk A 7
Erif iR

IR 55 24 2 0 8 5 2 4 v 0 Bt A 7 0 i R
GBI R B R AE B AL B R G 0 4t
P B 2R AR 2R R DR A S S5
e i DR AR i e R A L

TR 207 5 L AFGE FNEE T A48, L fERE T
FH A b 25 P R A > Aol R 85 i ) ol At AR
R SRR FAAEE R . BE R AR CRIE T 4
P AS S 0T B, BT B X A oMb R
185y 7 AL 3
3.2 MARGISH

SRR AL N £ R AR ST, F kT SR A R
4 MRS N T RS WEE R G55 4 B K
R HRBEWNIR R L . FRGEAE 5 MR T KA Al 4R 1A
AT T, 12 Al 3= 2S5 K R FhoRe | A 7
B IR JOKRA: 7 1 58 B 5 RS, Al AR K R 1)
A W it N T s B S AR Bl R

09:24

X

FAXT 58 &  (HR BRI S AR S AT ER Y B A7 i
FAHI, ARl 2% 2815 4 i B RA B A 7 15 B BE 22 ANTiE
AL IFASRERG o B 1 DR S B , B HIAS AT
FEIT S KR A B G5 AP R GUO AT T4
o AR AR AR 7 I 3 T X BE B0 R AR 4, BT
A R R b A — A0 9 U AR
6a FIr7s I T-HLA ™ i A2 ) — 4kt T
L 23 S /18 2 ™ o ORI AR ) 4 65 9 2,
K 6b iz, [ 22 7 4 i I8 9 5 S 7 DX B 1)
2P RAARDIR S AN TA] 6c FT7R . 2T B 1 R 0
St A DX R JEE B 5 5 W A (L AT DR A i )
A TE DR R 26 EAFUER(5 S . A X HRBE I 25 f)
AN BRI PRI T B 3 A 7 21 31 IROROHE ) S
Yo 1B 6d SR Ak T 5 Bl s n , 24
5 B T AR N T S BRI, A Al o )
IRAR AT 5 B = 2 (00 B T U7 04 B 5 i, fi
P RS B G — . IS Y SN 6e i, [A)
IR 2 B AL AR T i AR B RA I AR S

4 g

(1) W Y9 2 SR R B 1Y AR AU 2 75
I LA R T DXL H AR T [6] KR 4 N Y
R B AR RRL IXHEE b A7 il A R AA KON 2 0 8 i

- T . 09:24 wT.

RRR AR EH

AR RBEREHN ser X

eI

(a) /7 S IR —ZERGIE

() EFALT R A G AR A

i
:r,i.i *

| : :

¢ s"‘!ém ‘}f‘* :

1 3 X [FH e
AR 0
9 i

" e 5
mann AR LR

(b) W5 B AL

@

() K HREAR BB 7r i

e @ o

() REAUT AR A EHE S |

Ko RGTARFMH

Fig.6 System working interface



334 P

1/ 1 R O S ¢

2020 4F

% 3, DT 38 21 B 47 ik B AR B9 FL Y, A7
TR NSERRE B0 75 I, R AL DX B s, B 1 A
M BN 5 s P A0 Bt M IR 7 B
T8 P T A TR

(2) MASCHR IR BRI I L BEAT T 20R 7
A Fnze PR o A, 2 A BN 4 vk 2 4

PRE R S BEAT T30 E, 45 R R T R BE Y
IR 2 40 T LI Bt = SR A (5 B 2 =5 F 5 A1
A PR UE RS FARE 9 22 4 P, e 1 IX B 2 48 vh 4%
RED o VA € SN A L T R A
e F B RS DL 23S B T AT A A R
BT I PR R RS BL BE R Al A B ERCR

EER R HEREI R P R, 45 R

SR IR A R S AR Y AL

£ % x W

(1] Jifaf R Ui KRR Sl A [ T]. AR“#2441 ,2018,8(1) ;92 - 98.
FANG Fuping, CHENG Shihua. The development of rice science, technology and industry in China[ J]. Journal of Agriculture,
2018,8(1) :92 —98. (in Chinese)
[2] SAIE, £ FREKFEA 7 AR 255 B ISR B T S AR AR 45 B KA A [ T]. A3 5 R R 85544, 2018,
34(5) :401 -407.
GUO Lijing, WANG Ying. Study on overdose of pesticides in rice production in China: based on the perspective of maximizing
social and private interests| J |. Journal of Ecology and Rural Environment,2018,34(5) :401 —407. (in Chinese)
[3] SUNS, WANG X. Promoting traceability for food supply chain with certification[ J]. Journal of Cleaner Production, 2019,
217 658 —665.
[4] FAN B, QIAN J, WU X, et al. Improving continuous traceability of food stuff by using barcode-RFID bidirectional
transformation equipment; two field experiments[ J]. Food Control, 2019, 98 449 -456.
[5] CHEN T, DING K, HAO S, et al. Batch-based traceability for pork; a mobile solution with 2D barcode technology[ J]. Food
Control, 2020, 107 106770.
[6] ALFIAN G, SYAFRUDIN M, FAROOQ U, et al. Improving efficiency of RFID-based traceability system for perishable food by
utilizing IoT sensors and machine learning model[ J]. Food Control, 2020, 110; 107016.
[7] XIAO X, LI Z, MATETIC M, et al. Energy-efficient sensing method for table grapes cold chain management[ J]. Journal of
Cleaner Production, 2017, 152 77 - 87.
(8] fHFFEH MR, GV, B BT 22 4] I8 W DR R A JERIFSE )/ OL] . AR WL 42,2013 ,44(7) 1144 - 153.
FU Zetian, XING Shaohua, ZHANG Xiaoshuan. Development trend of food quality safety traceability technology [ J/OL].
Transactions of the Chinese Society for Agricultural Machinery,2013,44(7) ;144 — 153. htip: / www. j-csam. org/jesam/ch/
reader/ view_abstract. aspx? flag = 1 &file_no =20130725&journal _id = jesam. DOI;10. 6041/]. issn. 1000-1298. 2013. 07. 025.
(in Chinese)
[9] CHERAGHALIPOUR A, PAYDAR M M, HAJIAGHAEI-KESHTELI M. Designing and solving a bi-level model for rice supply
chain using the evolutionary algorithms[J]. Computers and Electronics in Agriculture, 2019, 162. 651 - 668.
[10] ki, B8, okld, 5. B T RE W 2R G K7™ b AR N7 65 28 4 0 A AL 1) B A A [0 . v I b 22 9%, 2008 ,26 (6)
48 -53.
ZHANG Haitao, WANG Feng, ZHANG Jian, et al. Application of traceable system in sea food supply chain[ J]. Chinese
Fisheries Economics,2008,26(6) :48 —53. (in Chinese)
[11] LU Y. The blockchain; state-of-the-art and research challenges[ J]. Journal of Industrial Information Integration, 2019(15) :
80 -90.
[12]  5RE ZCE AR, IXHRBE ORI R R AT 1], P [ f#i2,2019(7) :103 - 104,
ZHANG Meng, LI Chengyu, ZHU Mingtong. Application of blockchain technology in supply chain management [ J ]. China
Storage & Transport,2019(7) ;103 - 104. (in Chinese)
[13] ZHAO G, LIU S, LOPEZ C, et al. Blockchain technology in agri-food value chain management; a synthesis of applications,
challenges and future research directions[ J]. Computers in Industry, 2019, 109 83 —99.
[14] FENG H, WANG W, CHEN B, et al. Evaluation on frozen shellfish quality by blockchain based multi-sensors monitoring and
SVM algorithm during cold storage[ J|. IEEE Access, 2020, 8. 54361 —54370.
[15] BfaE, £t W], 5. 56 T DXCHUBE A9 R ™ 8 ) &R 85 BAA AR B 5 A il 7 vk [ U] ROl TR 2% 40, 2019,
35(22) 323 -330.
YANG Xinting, WANG Mingting, XU Daming, et al. Data storage and query method of agricultural products traceability
information based on blockchain|[ J ]. Transactions of the CSAE,2019,35(22) :323 —330. (in Chinese)
[16]  ArAATs . AT ELI 4 £5 2 4 KB P SRR IE[ . A ,2019,40(11) 191 - 194.
SHI Baiqing. Exploring information security and protection strategies for computer networks [ J]. Computer Engineering &
Software ,2019,40(11) :191 —194. (in Chinese)
(17] tRIRIE AL, FhE s, T LI B4 4 e B ems [ )] Bl A 5L ,2020(1) 147.
XU Zhenguo, FAN Yanbo, SUN Zhaogiang. Information security and protection strategy for computer networks [ J]. Digital
Communication World,2020(1) :47. (in Chinese)
(18]  Azifife, FF, . BEBEILA T A IOR Z R[] TR0 R 2015 ,43 (1) 1267 -269.

YANG Haoxiong, WANG Dan, CUI Li. The rice safety regulatory model from a supply chain perspective [ J ]. Jiangsu



%8

Tade S JET XCHEE R KRB SR IS B IR LR RTSE 335

[19]

(20]

[21]

(22]

(23]

(24]

(25]

[26]

Agricultural Sciences,2015,43 (1) ;267 —=269. (in Chinese)

WEAE BT PIMETE, A5 4R 7™ i S B i 0T i 22 4238 B AR G0 G B R WF T i e [ 1/ OL . Al LR 412, 2014,45(11)
212 -222.

YANG Xinting, QIAN Jianping,SUN Chuanheng, et al. Key technologies for establishment agricultural products and food quality
safety traceability systems[ J/OL]. Transactions of the Chinese Society for Agricultural Machinery,2014,45(11) ;212 - 222.
htp; // www. j-csam. org/jcsam/ch/reader/view_abstract. aspx? flag = 1&file_no = 20141133&journal _id = jesam. DOI; 10.
6041/j. issn. 1000-1298.2014. 11.033. (in Chinese)

KBSrAe  SESRAE  FARIA A5 A MBS — b 7 B0 S R [1/OL ] AL HLARAH ,2019,50 (HF]) 385 —392.
ZHENG Lihua,JI Ronghua, WANG Minjuan, et al. Design and application of traceable unified coding scheme for agricultural
products[ J/OL]. Transactions of the Chinese Society for Agricultural Machinery,2019,50( Supp. ) :385 —392. http: / www. j-
csam. org/jesam/ ch/reader/ view_abstract. aspx? flag = 1 &file_no =2019s059&journal_id = jesam. DOI:10. 6041/j. issn. 1000-
1298.2019. S0. 059. (in Chinese)

TR, S BT, 4F. BT KRB ROR A B i (I REEE [ 1/OL . A AL 41,2017 ,48 (3 H]) :387 - 393.
YU Li'na,ZHANG Guofeng,JIA Jingdun,et al. Modern agricultural product supply chain based on block chain technology[ J/
OL]. Transactions of the Chinese Society for Agricultural Machinery,2017 ,48 (Supp. ) :387 —393. hitp: / www. j-csam. org/
jesam/ ch/reader/view_abstract. aspx? flag = 1&file _no = 20175059 &journal _id = jesam. DOI: 10. 6041/j. issn. 1000-1298.
2017. S0.059. (in Chinese)

it ifgHe. S TRk AES Bk i RO 2 e T T IE L) ] R BEOR 515 84K, 2019(9) .79 - 82.

BAO Haiyan. Research on network data security encryption based on improved AES algorithm[ J ]. Information Technology and
Informatization, 2019(9) :79 —82. (in Chinese)

2R, SR, R SM4 B0k CBC BRI T AL S SBR[ T ] W48 22 2 BR 5 R L2016 (7) 160 - 62.

LI Li,SHI Guozhen, YANG Feng. SM4 algorithm CBC pattern parallelization study and implementation[ J ]. Network Security
Technology & Application,2016(7) :60 —62. (in Chinese)

PREERS. AES SR TERERT S SSE [T ). BUHHRAL(LIRAR) ,2012(25) : 15 -20.

CHEN Lizhen. Research and implementation of performance of AES algorithm[ J]. Modern Computer, 2012(25) ;15 —20. (in
Chinese)

WANG C, FENG C. The application of dynamic password technology based on ECC algorithm in mobile payment[ J].
International Journal of Communication Networks and Distributed Systems, 2014, 13(3 -4) . 268 —276.

AR AR B, 2 A ECC B SRR S A R AT [ )], MK R 5T ,2018(12) 135 - 36.

ZHAO Mengting, LI Binyong, LI Wenhao, et al. ECC cryptographic algorithm analysis and applied research [ J]. Network
Security Technology & Application, 2018 (12) :35 —36. (in Chinese)

(E#EFE 222 W)

(33]

[34]

[35]

[36]

[37]

[38]

HOEKSTRA A Y, MEKONNEN M M. The water footprint of humanity[ J]. Proceedings of the National Academy of Sciences
of the United States of America, 2012, 109(9) . 3232 -3237.

UL, EA AR A BN A A K R IR A S AN [/ OL] . ARV, 2019,50(9) 1264 - 271.

ZHUO La, WANG Wei, FENG Bianbian, et al. Water footprint accounting and evaluation for wheat production in Yellow
River Basin[ J/OL]. Transactions of the Chinese Society for Agricultural Machinery, 2019, 50(9) ; 264 —271. http: // www.
j-csam. org/jesam/ ch/reader/ view_abstract. aspx? flag = 1&file_no =20190931&journal _id = jesam. DOI: 10. 6041/]. issn.
1000-1298.2019.09.031. (in Chinese)

AR, R 3, SR A rh AN K R I 25 A S 52 R 22 20 [ 1/ OL ] Al LB #41, 2018 ,49(5) 1295 —302.

GUO Xiangping, GAO Shuang, WU Mengyang, et al. Analysis of temporal-spatial distribution and influencing factors of water
footprint in crop production system of China[ J/OL]. Transactions of the Chinese Society for Agricultural Machinery, 2018,
49(5):295 -302. http: // www. j-csam. org/jcsam/ch/reader/view_abstract. aspx? flag = 1&file_no = 20180535 &journal _id
=jesam. DOI: 10.6041/]. issn. 1000-1298.2018.05.035. (in Chinese)

TR, T BT R RRICEUE 2 AR SR R 0 [ D] EER . HPR T RTRS:, 2019.

REN Jing. An analysis of factors affecting the trading price of carbon quota in China’s carbon market[ D]. Chongging:
Chonging Techology and Business University, 2019. (in Chinese)

LR, RN, Bl AR KRR A 7 K R IE I 25 2 ST [ 0], SEAb K AR B RS 4 ( AR R R | 2018,
39(2):32 -39.

LI Hongying, QIN Lijie, YANG Ting. Temporal variability and spatial distribution of water footprint for rice production in Jilin
Province[ J]. Journal of North China University of Water Conservancy and Hydropower ( Natural Science Edition), 2018,
39(2):32 -39. (in Chinese)

SRAFEAL. PETEIT UK R AR T 5 X 23 & R AITSE (1949—2009) [ D], A% WILITE A, 2018.

ZHANG Xueli. Research on water environmental transition and regional social development in Hutuo River Basin (1949—

2009) [ D]. Shijiazhuang; Hebei Normal University, 2018. (in Chinese)



